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Mobile Commerce: Promises,
Challenges, and Research Agenda
Keng Siau, University of Nebraska-Lincoln, USA
Ee-Peng Lim, Nanyang Technological University, Singapore
Zixing Shen, University of Nebraska-Lincoln, USA
INTRODUCTION
Background
Advances in wireless technology increase the number
of mobile device users and give pace to the rapid development
of e-commerce conducted with these devices. The new type
of e-commerce transactions, conducted through mobile de-
vices using wireless telecommunications networks and other
wired e-commerce technologies, is called mobile commerce
(increasingly known as mobile e-commerce or m-commerce).
Due to the special characteristics and constraints of mobile
devices and the wireless network, the emerging mobile com-
merce operates in an environment very different from e-
commerce conducted over the wired Internet. In terms of
business potential, mobile commerce promises many more
alluring market opportunities than traditional e-commerce
because of its inherent characteristics such as ubiquity, per-
sonalization, flexibility, and dissemination. Mobile commerce
will likely emerge as a major focus of the business world and
telecommunication industry in the immediate future.  For
example, according to Guy Singh (2000), the global mobile
commerce market is expected to be worth a staggering US$200
billion by 2004.  The marriage of mobile devices and the Internet
is, however, filled with challenges as well as opportunities.
This paper presents an overview of mobile commerce
development by looking at the enabling technologies, the
impact of mobile commerce on business models, and the
implications to mobile commerce providers. We also provide
an agenda for future research in this area.
Features of  Mobile Commerce
Promising unlimited information, entertainment, and
commerce, mobile commerce gives users the ability to access
the Internet from any location at any time, the capability to
pinpoint an individual mobile terminal user’s location, the
functionality to access information at the point of need, and
a need-based data/information update capability.  Mobile
commerce has features not available to traditional e-com-
merce, some of which we discuss next:
1. Ubiquity: Through mobile devices, business entities are
able to reach customers anywhere at anytime. On the other
hand, users can also get any information they are inter-
ested in, whenever they want regardless of where they are,
through Internet-enabled mobile devices. In this sense,
mobile commerce makes a service or an application avail-
able wherever and whenever such a need arises.
2. Personalization. An enormous number of information,
services, and applications are currently available on the
Internet, and the relevance of information users receive is
of great importance. Since owners of mobile devices often
require different sets of applications and services, mobile
commerce applications can be personalized to represent
information or provide services in ways appropriate to the
Advances in wireless technology increase the number of mobile device users and give pace to the rapid development of e-
commerce using these devices. The new type of e-commerce, conducting transactions via mobile terminals, is called mobile
commerce. Due to its inherent characteristics such as ubiquity, personalization, flexibility, and dissemination, mobile
commerce promises businesses unprecedented market potential, great productivity, and high profitability. This paper
presents an overview of mobile commerce development by examining the enabling technologies, the impact of mobile
commerce on the business world, and the implications to mobile commerce providers. The paper also provides an agenda
for future research in the area.
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specific user.
3. Flexibility. Because mobile devices are inherently por-
table, mobile users may be engaged in activities, such as
meeting people or traveling, while conducting transactions
or receiving information through their Internet-enabled
mobile devices.
4. Dissemination. Some wireless infrastructures support si-
multaneous delivery of data to all mobile users within a
specific geographical region. This functionality offers an
efficient means to disseminate information to a large con-
sumer population.
Outline of  Paper
The article is structured as follows.  We will first describe
overall mobile commerce business activities.  Next we present
an overview of mobile commerce technology and a mobile
business model.  We then highlight the issues affecting mobile
commerce application and service providers.  Finally, we
suggest possible directions for future mobile commerce re-
search.
MOBILE COMMERCE BUSINESS
ACTIVITIES—AN OVERVIEW
The essence of mobile commerce revolves around the
idea of reaching customers, suppliers, and employees regard-
less of where they are located. It is about delivering the right
information to the right place at the right time.  This flexibility
of mobile commerce is made possible by the convergence of
the Internet, enterprise applications, and wireless technology.
In this section, we focus on mobile commerce business activi-
ties. We describe the unprecedented enthusiasm mobile com-
merce has generated, and discuss new value-added mobile
commerce applications.
Mobile Enthusiasm
Mobile commerce, enabling information exchange and
purchases using mobile devices, means different things to
different people: to customers, it represents convenience;
merchants associate it with a huge earning potential; and
service providers view it as a large unexplored market.  Japan
and Europe are already witnessing early successes in mobile
commerce. In Japan, NTT DoCoMo’s iMode phone has
emerged as a great success highlighting the application of
wireless technology to a business environment. Introduced in
February 1999, NTT DoCoMo iMode provides a continuous
Internet connection via mobile phones, and connects users to
a wide range of online services, many of which are interactive.
All services link directly to the iMode portal Web site, and
users can access any service virtually instantly by pressing
the mobile phone’s dedicated iMode button.  iMode has
already attracted more than 13 million Japanese consumers,
particularly youth. Connected continuously to the Internet,
these 13 million users can send e-mail, get stock quotes, and
play online games.  Soon they will be able to use on-line map
guides and even conduct commercial activities by phone.
Europe has also embraced a simple mobile data service whole-
heartedly. Short Message Service (SMS) technology makes
wireless e-mail a reality, and the new Wireless Application
Protocol (WAP) facilitates Web browsing and other Web-
based transactions on mobile phones. Bluetooth, another
European data initiative, further establishes a common stan-
dard for a wide range of appliances and industrial devices to
communicate wirelessly. With new developments in technol-
ogy, it is estimated that more than half of the European mobile
commerce market in the next few years will include financial,
advertising, and shopping services (Muller-Veerse, 2000).
North America, where people tend to have a PC-centric
view of the Internet, has lagged behind in applications of
mobile technology. But companies here have started to realize
that they might miss business opportunities if they don’t get
a share of the current mobile commerce market, and they are
attempting to catch up. Cellular operators such as Sprint PCS
and Verizon now offer customers wireless access to news, the
weather, sports, and financial information. MasterCard Inter-
national and Motorola announced they would collaborate on
mobile commerce projects. These examples demonstrate that
the global enthusiasm for wireless technologies is rapidly
converging on mobile commerce.
Value-Added Applications
As mobile commerce extends the current Internet sales
channel into the more immediate and personalized mobile
environment, it also revolutionizes the business world by
presenting it tremendous opportunities to provide additional
value to hard-to-reach end customers. These value-added
services include:
1. Easy, timely access to information (e.g., the latest availabil-
ity of flights). Delivering a service that not only reaches
more people but also is available all of the time, mobile
commerce enables consumers to make purchases from
wherever they are whenever they are ready.  This will result
in an increase in revenue to the company providing the
mobile services.
2. Immediate purchase opportunity (e.g., last minute pur-
chases of tickets or gifts). Provided with a personalized,
immediate opportunity to purchase, the customer will make
the purchasing decision on the spot and not go to an
alternate source.
3. Wireless coupon based on user profiles. Since a mobile
device’s location can be determined precisely, the stores
around the mobile device user can transmit user-specific
information, such as current sales or specials, and alert the
user about similar upcoming events.  Wireless coupons,
which enable an advertiser to deliver a geographically
targeted and time-sensitive message to a willing consumer
directly with a promotional offer virtually anytime and
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ences.
4. Beaming money. Some bank transactions such as with-
drawals and deposits will be conducted via mobile termi-
nals in the near future.  Electronic money can even be
transferred to mobile devices allowing the latter to be used
for electronic payments.
5. Buddy finding. This location technology will quickly alert
a user when his or her friend or colleague is nearby. It will
also help the user locate the nearest restaurant or ATM.
The only limit on the number and types of mobile
commerce applications is our imagination. Varshney and Vetter
(2001) identified a few important classes of applications such
as mobile finance applications, mobile advertising, mobile
inventory management, and product location shopping. As
wireless technology further evolves, its application in busi-
ness will only be broadened by more and more innovative
mobile commerce possibilities (see Figure 1).
MOBILE COMMERCE TECHNOLOGY - AN
OVERVIEW
Current wireless devices include phones, hand-held or
palm-sized computers, laptops, and vehicle-mounted inter-
faces. In order to be easily carried, these mobile devices must
be physically light and small. In addition, a mobile device
should be a multiple-purpose device so that a user does not
have to carry other appliances.  While achieving mobility,
mobile devices suffer from some drawbacks compared to
personal computers.  They have (1) small screens and small
multifunction key pads; (2) less computational power, limited
memory and disk capacity;  (3) shorter battery life;  (4) compli-
cated text input mechanisms;  (5) higher risk of data storage and
transaction errors; (6) lower display resolution; (7) less
surfability; (8) unfriendly user-interfaces; and (9) graphical
limitations. In addition to these device limitations, there are
technical restrictions related to the wireless network. As
compared to wired networks, wireless communications add
new challenges: (1) less bandwidth, (2) less connection stabil-
ity, (3) less predictability, (4) lack of standardized protocol, and
(5) higher cost.
Mobile commerce is enabled by a combination of tech-
nologies such as networking, embedded systems, databases,
and security. Mobile hardware, software, and wireless net-
works enable mobile commerce systems to transmit data more
quickly, locate users’ positions more accurately, and conduct
business with better security and reliability.  In this section, we
investigate the key technologies that make mobile commerce
a reality and that will improve its performance and functionality
in the near future.
Figure 1: Applications of Mobile Technology
Figure 2. WAP Operation System
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Communication Technology
Though Internet access is available in most major cities
and many rural areas, the Internet connections for many
businesses, homes, and schools use relatively slow modem
connections to Internet Service Providers (ISPs). Making
high-speed (broadband) connections directly available to all
locations is the key to realize the true benefits of mobile
commerce applications.  A number of existing or future tech-
nologies that enable connections between mobile devices and
other information appliances, and between mobile devices and
the Internet, are discussed below:
1. WAP. Wireless Application Protocol (WAP) is designed
specifically to deliver Web information to mobile phones
enabling them to access the Internet. It specifies an end-to-
end application protocol and an application environment
based on a browser as two essential elements of wireless
communication. With WAP technology, mobile phones
become communication devices capable of communicat-
ing with other devices over a wireless network. Although
WAP could provide many new opportunities for mobile
commerce, its application is severely restricted by slow
service, clumsy controls, and a limited number of Web
sites.
2. Bluetooth: Bluetooth is a relatively new, inexpensive short-
range wireless standard supporting local area networks
(LANs) where low-power radio technology is used to link
electronic products, such as PCs and printers, without
cables.
3. Second-generation (2G) network. GSM (Global System
for Mobile Communication) is considered the second-
generation (2G) digital network. It is a circuit-switched
service, where users must dial-in to maintain a connection
when data communications are desired. It operates in the
900 MHz and 1,800 MHz frequency bands, and is widely
used in Europe and beyond.
4. 2.5G network: GPRS (General Packet Radio Service) and
EDGE (Enhanced Data GSM Environment) are so-called
2.5G technologies. GPRS, based on GSM, is a continuous
packet data service. It uses the existing network infrastruc-
ture but is being marketed as delivering ISDN-type speeds.
Rather than sending a continuous stream of data over a
permanent connection, GPRS’s packet switching system
only ses the network when there is data to be sent. Users
can send and receive data at speeds of up to 115 kbits/
second with GPRS. EDGE, a faster version of GSM, is
designed to enable the delivery to multimedia and other
broadband applications. It will use new modulation tech-
niques to enable data rates of up to 384 kbits/second over
the existing GSM infrastructure.
5. Third-generation (3G) network: UMTS (Universal Mo-
bile Telecommunications System) is the so-called “third-
generation (3G)” technology. It aims to offer higher-band-
width, packet-based transmission of text, voice, video, and
multimedia needed to support data-intensive applications.
Once UMTS is fully implemented, computer and phone
users can be constantly connected to the Internet and
have access to a consistent set of services worldwide.
Integrating the functions of a whole range of different
equipment, the new 3G mobile phone can be used as a
phone, a computer, a television, a paper, a video
conferencing center, a newspaper, a diary, and even a
credit card.  There are two major competing schemes for
UTMS.  Wide band-CDMA (W-CDMA), which is sup-
ported by Nokia and Ericsson among others, and time
division-code division multiple access (TD-CDMA). W-
CDMA is similar to standard CDMA except that it uses
higher bandwidth on the transmission channel. TD-CDMA
is a scheme that makes use of both TDMA and CDMA
techniques.
Information Exchange Technology
Information is at the heart of any system that makes use
of mobile devices and telecommunication technology. The
current methods for information exchange in mobile applica-
tion rely on standards supported by the wireless infrastruc-
ture.Figure 3: Evolution of Wireless Communication
Technology
Figure 4: Evolution of wireless technology:
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The 1st generation wireless technology was the cellular phone. The
2nd generation wireless technology, which includes digital cellular
phones, is narrow-band and currently in use worldwide. The 3rd
generation wireless technology offers high bandwidth to support
data-intensive applications.
  1st Generation                        2nd Generation                       3rd Generation
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1. HTML-based Information Exchange Standards: HTML
(Hyper-Text Markup Language) is widely adopted by the
Internet community as the document format for browsing.
The availability of authoring tools and browsers makes it
easy for users to create HTML documents incorporating
multimedia objects.  Although HTML is not a suitable
format for information exchange in the wireless domain, a
compact version of HTML, known as cHTML, has been
used in the NTT DoCoMo’s iMode services.
2. XML-based Information Exchange Standards: eXtensible
Markup Language (XML) tags data and puts content into
context, and thus enables content providers to encode
semantics into their documents. eXtensible Stylesheet
Language (XSL) works to transform XML data into struc-
tured documents such as HTML. XML and XSL work
together to allow the complete separation of content from
layout information. However, XML and XSL alone are not
enough to provide the compact information exchange re-
quired by mobile commerce applications.  To address this
shortcoming, Wireless Markup Language (WML) has been
derived from XML. WML allows information to be repre-
sented as cards suitable for display on mobile devices.
WML has also been adopted by WAP as the format for
information exchange.
Location Identification Technology
In mobile communication, knowledge of the physical
location of a user at any particular moment is central to offering
relevant service. Location identification technologies are im-
portant to certain types of mobile commerce application,
particularly those whose content is varied depending on
location. Global Positioning System (GPS), a useful location
technology, is a system of satellite stations
used to calculate geographic location with great
accuracy. It is widely used and will also play an
important role in wireless communication.
BUSINESS IMPLICATIONS
Like e-commerce, mobile commerce is
a complex process involving a chain of opera-
tions. Transactions in mobile commerce typi-
cally involve customers, merchants and often
banks, mobile network operators, and possibly
other entities.  In this section, we describe the
business value chain and its primary partici-
pants, categorize its vast range of services, and
illustrate its market segments.
Mobile Commerce Value Chain
As described by Barnett (2000), trans-
port, basic enabling service, transaction sup-
port, presentation service, personalization sup-
port, user application, and content aggregators
are the seven links in the mobile business value chain (illus-
trated in Table 1).
Based on the value chain, we can identify seven players
in mobile commerce as shown in Figure 5.
Figure 5: Players in mobile commerce value chain
Link Name Function
 1 Transport To maintain and operate
the infrastructure and
equipment to guarantee
data communication
between mobile users and
application providers.
2 Basic enabling service. To provide services such as
server hosting, data backup,
and system integration.
3 Transaction support. To provide the mechanism
for assisting transactions,
for security, and for billing
users.
4 Presentation service. To convert the content of
Internet-based applications
to a wireless standard
suitable for the screens of
mobile devices.
5 Personalization support. To gather users’ personal
information, which enables
personalized applications
for individual users.
6 Content aggregators. To provide information in
a category or search
facilities to help users find
their way around the
Internet.
7 User applications. To carry out mobile
commerce transactions for
mobile consumers.
Table 1: Mobile Commerce Business Value Chain
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From the perspective of a transaction, the following
entities are the main participants in mobile commerce:
1. Customer. He or she can initiate a transaction in one place,
receive the service in another place, and complete the
transaction in a third place. The places can be in different
cities, states, and countries.
2. Content provider. It provides customers specific content,
which can be transmitted through a WAP Gateway or
through a portal.
3. Mobile portal. Different from an Internet portal, it offers
customers services with a greater degree of personaliza-
tion and localization
4. Mobile network provider. It plays different roles in mobile
commerce varying from a simple mobile network provider
to an intermediary, portal or trusted third party, depending
on where it stands in the mobile commerce chain.
Types of Mobile Commerce Markets
As an amalgamation of several different market seg-
ments, mobile commerce can be divided into three basic areas
(Liebmann, 2000). They are internal business operations (also
called internal mobility, probably the most common form of
mobility currently in use), business-to-business applications
using an extranet, and Web-based consumer services (illus-
trated in Figure 6).
Legal Concerns
Apart from its technical and business obstacles, the
implementation of mobile commerce has its legal concerns too.
The application of traditional law to the mobile Internet is not
always a straightforward process. Legal issues plaguing mo-
bile commerce are similar to those facing e-commerce. Some of
them are how to maintain privacy, how to deal with defamation,
how to protect intellectual property, and how to treat Internet
taxation (Dietel, Dietel & Steinbuhler, 2001). Like the wired
Internet, the wireless Internet also poses significant chal-
lenges to our legal structure.
IMPLICATIONS TO APPLICATION AND
SERVICE PROVIDERS
The prospect and advantages of mobile commerce
may appear obvious to many of us, but the path to success
using mobile commerce is not necessarily so plain. Technical
restrictions of mobile devices and wireless communication,
business concerns, and legal constraints complicate the prac-
tical use of mobile commerce. In this section, we focus on the
obstacles confronted by mobile commerce applications and
service providers, and present solutions available to some of
the problems.
Application challenges
1. Changes in business strategies. To stay competitive and
realize genuine productivity benefits from mobile com-
merce, many organizations actually need to be redesigned.
They will have to make fundamental changes in organiza-
tional behavior, develop new business models, and elimi-
nate the inefficiencies of the old organizational structures.
The process of rethinking and redesigning is a demanding
task.
2. Investment risk. A major problem faced by mobile com-
merce is the huge investment required to implement and
operate it. Engineering massive organizational and system
changes to reposition the organization strategically is
complicated as well as expensive. How can organizations
obtain a payoff from their investment in wireless technol-
ogy? Understanding the costs and benefits of mobile
commerce is difficult.
3. Customer confidence. Customers need to be assured that
their financial information is secure, and that wireless
transactions are safe. The mobile commerce service should
improve its reliability and stability by providing compre-
hensive technical and operational support to give users
positive experiences and increase their satisfaction, and
thus enhance the service provider’s reputation and build
customers’ loyalty.
4. Simplicity in use. Many who try mobile commerce are
frustrated and stop using it after a few attempts. Users
need a simple experience, directly relevant to their mobile
needs, and to enjoy the benefits of immediacy. Simplicity
in use is critical to a successful mobile service.
Network Problems
1. Network incompatibility. Multiple, complex and compet-
ing protocols exist in today’s cellular network standards.
TDMA (time-division multiple access) was chosen by
many cellular networks equipment suppliers and network
operators in the early 1980s when cellular networks were
first introduced in the U.S. CDMA (code division multiple
access) was adopted later by other operators for its greater
capacity. GSM is used as a single technical standard for the
network operators in Europe, and it has become the stan-
dard used by most of the world’s cellular subscribers.
These different standards have resulted in a global incom-
patibility of cellular handsets.
2. Bandwidth access. The Federal Communications Commis-
sion (FCC) has established several frequency bands for
use by cellular network operators across the country. In
 
M-commerce Intranet Extranet 
Customers 
Figure 6: Three Market Segments in Mobile Commerce
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order to encourage competition, the FCC prohibits cellular
operators from owning more than 45 MHz of radio spec-
trum in a given geographic region. Known as the “spec-
trum cap”, this regulation imposes barrier for U.S. cellular
network operators who are attempting to implement the
new high-bandwidth, next-generation networks.
3. Responsibility and control. The mobility enjoyed by m-
commerce also raises very important responsibility and
control issues. While the technology ensures transmis-
sion security between the phone and the base station, it
does not cover the rest of the network infrastructure.
Though most wireless data networks today provide rea-
sonable levels of encryption and security, serious consid-
eration must be given to the issue of security as we move
towards a mass-market adoption of mobile commerce ap-
plications (Gosh and Swaminatha, 2001).
Infrastructure Tasks
1. Lack of a standardized Web language. Today’s mobile
devices utilize a broad range of often incompatible stan-
dards, making the process of creating a successful m-
commerce application even more difficult. While newer
mobile phones will incorporate WAP and its Wireless
Markup Language (WML), NTT DoCoMo’s iMode uses
condensed HTML. Since numerous standards exist, the
standardization issue is a complex one to manage, and may
affect mobile commerce adoption.
2. Seamless integration. The integration between network
operators and businesses is another key issue for mobile
commerce. While location-based services will make it pos-
sible for a carrier to know where you are, the problem of
privacy has simultaneously emerged. At the same time, the
carriers, who will likely be asked to provide the same level
of quality service for their wireless networks as for their
wired data service, will be faced with legal concerns.
3. Support services. To conduct business via mobile devices,
a company must be capable of managing and supporting a
large base of mobile customers or employees. This poses
a challenge to the traditional helpdesk and customer care
function. On one hand, the company must deal with the
logistics, procurement, and asset management issues sur-
rounding large numbers of devices and software. On the
other hand, the broad range of mobile devices makes
customer care far more complex and harder to manage.
Security Considerations
As a new way of conducting business, mobile commerce
must tackle security issues in its implementation. Mobile
commerce has to solve such problems as hostility, information
security, and vulnerability:
1. Hostility. Since we cannot assume that all participants in
mobile commerce are honest, the mobile commerce system
should provide enough mediated and stored information
so that dishonest merchants, customers or other players
can be found later.
2. Information security. This is a key issue in mobile com-
merce. In a transaction, each party involved needs to be
able to authenticate its counterparts, to make sure that
received messages are not tampered with, to keep the
communication content confidential, and to believe that
the received messages come from the correct senders.
3. Vulnerability. Data can be lost due to the mobile terminal
malfunctions. Worse, these terminals can be stolen and
ongoing transactions can be altered.
Some of the above problems seem solvable. Motorola is
exploring personal identification numbers for cellular phone
security and fingerprint for wireless identification. Some pay-
ment methods have been developed to address the secure
payment issue in mobile commerce. The eCyberPay payment
solution is such an example. It provides a central contact point
for both the Internet and mobile users for accessing services
and making payments. It is very user friendly, and does not
require credit card information, extra software downloads, or
tedious registration procedures or advance payment.
POSSIBLE RESEARCH AGENDAS
Research plays a vital role in solving problems in current
mobile commerce applications and directing its future devel-
opment. In this section, we delineate the research we feel
should be carried out in mobile commerce in order to correct
or address the challenges and tasks we discussed in the
previous section.
Application Level Issues
At the application level, one can find a non-exhaustive
list of mobile commerce applications.  Some of them such as
mobile news subscriptions, mobile file exchanges, and mobile
e-mail services have already been developed and used.  Others
such as mobile multimedia on demand, mobile distance learn-
ing, and mobile telemetry are in the development phase or even
the conceptualization phase.  While it is still early to predict
how successful the emerging mobile commerce applications
are, one would expect several important research issues to be
addressed at the application level to derive useful principles
for designing such applications and developing businesses
around them.  We believe that the important application level
research issues include:
1. Usability research: The usability of an application gener-
ally refers to how well it is designed to enable users to
perform their tasks easily and effectively.  In mobile com-
merce, usability issues are particularly important as pri-
mary constraints of the mobile environment.  Usability
concerns will impel users to demand far better application
designs, compared to wired applications.  To evaluate the
usability of mobile commerce applications, a comprehen-
sive methodological and comparative framework will have
to be developed.  Application case studies should be
conducted using the methodology and framework so that
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new design principles for mobile commerce applications
can be tested.
2. User interface design: Unlike the wired computing environ-
ment where large screens are available, mobile commerce
applications have to operate on small and often wearable
mobile devices that can only include small screens. In some
cases, the mobile commerce applications may have to
exploit the use of voice channels to enhance the efficiency
of the user interface. Some studies on the user interface for
mobile devices have been reported in the Workshop series
on Human Computer Interaction with Mobile Devices
(Johnson, 1998; Second Workshop on Human Computer
Interaction with Mobile Devices, 1999).
3. Mobile commerce business models: While electronic com-
merce within the wired environment has introduced new
business models such as e-auction, e-shopping, etc., the
mobile environment in which the mobile commerce applica-
tions reside will require further adaptation of these busi-
ness models.  One reason for this is that mobile commerce
provides opportunities for telecommunication services,
e.g., SMS messaging, phone, billing, etc., to be integrated
more tightly with the mobile services.  In addition to the
usual B2B and B2C business applications, one would
expect the individually owned mobile devices to m ke it
easier to design and implement C2C (customer-to-cus-
tomer) or P2P (peer-to-peer) applications such as trading
music or video files.  In order for mobile commerce to
succeed, it is also vital to ensure that all the related appli-
cations and services can be accessed with ease and little
cost.
User Infrastructure Issues
In the mobile user infrastructure, the research issues
concern mainly the improvement of mobile devices and their
operating system support.  There are several challenges to
improve the design of mobile devices and their operating
systems. Future mobile devices are expected to be smaller and
more wearable, but they will also possess larger processing
and storage resources.  Scientists are now developing voice-
based and pen-based interaction to replace the present key-
board and mouse interaction.  Pen-based interaction on touch
screens may replace the mouse; voice-based interaction may
be used for activation and control of functions like voice
dialing.  Screens for cellular phones also will be made larger,
making them easier to use and more visually appealing. Mean-
while, some off-line methods without direct connection of a
mobile device to the network can also alleviate the technical
limitations. Future mobile devices will also be able to integrate
Bluetooth technology, allowing them to access nearby appli-
ances, such as vending machines and televisions, using very
low cost short-range moderate bandwidth connections.  With
such capabilities, mobile devices will have a combination of
different communication connections to conduct mobile com-
merce.  For example, a user can locate the nearest vending
machine using a WAP service and buy a drink using the
Bluetooth connection.
Middleware Issues
Middleware refers to the software layer that enables
mobile commerce applications to be connected to other appli-
cations (not necessarily mobile applications) on the underly-
ing wireless networks and mobile devices.  Middleware usu-
ally provides a set of common services to mobile applications
while hiding the differences in wireless networks and operat-
ing systems (Varshney, Vetter & Kalakota, 2000).
1. Wireless protocols: In order for mobile devices to commu-
nicate with the mobile commerce applications running on
the servers of the wired or wireless networks, a common set
of protocols is required.  Presently, WAP has been adopted
by many telecommunications companies as the mobile
counterpart of HTTP.  WAP includes a gateway that
translates content from web servers on the wired networks
so that a compact version of the content can be viewed on
the mobile devices. Recall that iMode is a competing and
highly successful protocol widely used in Japan. In the
future, WAP and iMode will have to improve multimedia
support as 3G (third-generation) emerges as the dominant
wireless technology.
2. Markup languages for mobile commerce: Extensions of
Web markup languages, e.g., wireless markup language
(WML) and compact HTML (cHTML) have been adopted
by WAP and iMode respectively to allow Web content to
be displayed on mobile devices.  The former is based on
XML technology while the latter is based on HTML. At
present, much of the attention has been given to providing
visual access to the web content but not voice access.
VoiceXML (VoiceXML 1.0 Specification, 2000) on the other
hand, is a new markup language for creating voice-user
interfaces to Web applications or content using normal
telephones.  Since most mobile devices can be equipped
with voice capabilities, it is therefore important to study
how a combined voice, screen, and keyboard (or button)
access to the Web can be realized by integrating the
features in VoiceXML with wireless markup language.
3. Mobile access to databases: Traditionally, databases are
maintained at designated servers and applications running
on the client machines can access database information by
making client-server query requests.  To allow users to run
applications on their mobile devices without having to
maintain constant connection with the servers and pay
expensive connection time, at least part of the database
systems must be able to reside on the mobile devices.
These mobile database systems require little memory and
are able to transfer their databases to the centralized data-
base systems or to synchronize their databases with those
at the centralized database systems.  In some cases, a
mobile database system may only manage a portion of a
large central database,  pulling in additional data on demand
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and pushing back data that are not required.  In a mobile
environment where databases are on the move and little
computing resources are available, the database location,
query processing, and data recovery capabilities of the
mobile database systems will have to be further improved.
4. Agent technologies: While connection time and data ex-
change for mobile devices can be expensive, agents can be
encouraged by mobile commerce users to look for prod-
ucts and services, to locate merchants, to negotiate prices,
and to conduct payment.  All of these activities can be
performed without having the mobile devices constantly
connected to the network.  In an agent-based mobile
commerce framework, one can also envision agents repre-
senting merchants, consumers, and other brokering ser-
vices interacting with one another to enable electronic
transactions considering the mobility of users.
5. Security issues: Due to the inherent vulnerability of mobile
devices, users will risk losing both their information and
money if their mobile devices are stolen.  On the other
hand, the usual security issues in e-commerce should also
apply to the merchants and consumers in the mobile com-
merce context.  To meet security requirements, including
authentication, integrity, confidentiality, message authen-
tication, and non-repudiation in mobile commerce, addi-
tional security software and information (e.g., certificate,
private, and public keys) will have to be installed on the
mobile devices.  Nevertheless, due to the limited comput-
ing resource of mobile devices, at some point it will be
necessary to establish additional servers to store informa-
tion, perform security checking, and conduct electronic
payment on behalf of the mobile devices (Thanh, 2000).
Network Infrastructure Issues
At the network infrastructure level, the major research
issues are bandwidth and coverage (Varshney, Vetter, &
Kalakota, 2000).  The former allows more data to be exchanged
between servers and the mobile devices, thus supporting
multimedia content delivery.  The latter minimizes the compli-
cations of connection losses when a mobile device moves
beyond a network boundary or crosses from one network to
another. Varshney et al. (2000) also pointed out that multicasting
would become increasingly important to support mobile com-
merce applications such as e-auctions and mobile conferencing.
CONCLUSIONS
Despite the skepticism around mobile commerce (Dugan,
2000), we share the industrial and academic communities’
optimism. Though there remain a great number of technical,
regulatory, and social challenges to overcome for their further
development, we believe that mobile devices will continue to
develop and incorporate additional functionality in the com-
ing years and that the end result will be a global marketplace
of mobile commerce. As wireless technologies evolve, the
coming mobile revolution will bring dramatic and fundamental
changes to business strategies, enterprise resource planning,
supply chains, and customer relations. This revolution has
already begun, but it is still in its infancy. When complete, the
revolution will impact numerous facets of everyday life. It will
provide important data in real time to assist decision makers,
exert great influence on the ways businesses communicate
and develop relationships with consumers, and ultimately
transform the way we do business.
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